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msavAr Wireless uu AP SERCOM ST-R4D
1. 1hnthmsdb Taaila Browser WUW 192.168.2.1 189na Enter
® User = admin
® Ppassword = Tdmusuduaw (Muevlusalfnannsy o:VaaunuuluiBoss co:ziDusiaiduiauo)

® onuunadu Login

[s[@] &

RC ST-R4D X +

€ 2> C @ lLusendu | 19216821 Qa % @

SEICOM | / /

Welcome to your Sercomm Router.. Please login.

|
Username |

Password

Default Password
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2. habon Login 1d20:10hgnthoo Overview ansnidiuymsdbm Wireless 1dnb 2 9a Ao
WY “WiFi” nSo nénr‘iluq WLAN/LAN

SERCO/M

l Overview

—

=
&
A

@ WiFi A Ethernet

D Name: CMNBXKCOMRA...
IP Address: 192.168.2....
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3. msAbA Wireless 10opdu (WLAN Basic) wythaijoidon WLAN > WLAN Basic Diuysoa dod
3.1. WLAN On/Off Configuration
® \WLAN (2.4GHz) : 1don On IjodevmsilUa , 1don Off ijodiovmsta

® WLAN (5GHz) : Idon On IdodovmsiUa , 1don Off IodovmsUa

®  mndbmiBausos naldu Apply

SEJICOM y e
g Logout
-
: | wianBasic | WLAN Advanced WLAN Radar
LAN
Routing .
v WLAN On/Off Configuration
UPnP
DNS

WLAN (2.4GHz) ® On © Off
WLAN (5GHz) ® On © Off

» WLAN Global Configuration

» WLAN SSID Configuration
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3.2. WLAN Global Configuration
® Channel : mlsbmuilu Auto , Mdevivaauliidon Channel Adovms
® Mode : mlsbmup:idonifisonsunn Mode 131d9 nSoawnsnivaauldmudooms

® Band Width : powndvvovsovdrynnu Wireless, MgbavriinowiSoguiu idgunsninnisoudodon

sOLsSU MIMO

® Transmitting Power : mAMWISHUoLMALELATYIUITU Wireless , mgvdu o=riidrynunaululunusdn nd

IInuaL cnuaau

®  mndbmiBausos naldu Apply

» WLAN Global Configuration

v 24GH=z
Channel | Auto >
Made | Misced (802.11b/arn} IEEE 802.11b Cnly 1
=4 . 2
Country/Region | United States of America IEEE 802.11g Only 2
_ [ IEEE 802.11n Only 2
Band Width [200MH= > Mixed (802.11b/g) N
5GI ® On © Off LS | Mixed (802.11g/n) 2
40MHz : p 3
Beacon Interval [100 ms - Mixed (802.11b/g/n} .
Transmitting Power | Standard » | High B
Medium 9
11
v 5GH=z
Channel |Autc
Made Mixed (802.11a/n/ac) » | IEEE 502.11a Only
Country/Regicon | United States of America [EEE 802.1Ln Only
= Mixed (802.11a/n)
DFS Without DFS Mixed (802 11a/n/ac)
Band Width | Auto >
5GI ® On @ Off 157
Beacon Interval |'_UD ms 161
Transmitting Power | Standard » High
Medium
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3.3. WLAN SSID Configuration

3.3.1. msdvmiBodynyiru

® SSID Name : Bodryniru Wireless

true

® SSID Hide : T3dhnsudbmimiosousodrynuiru misvmuu Off , Mdovmssoulfidon On

® Encryption Type : sUQUOLMSITNSHE

® \WPA Passphrase : sfiawuuob Wireless (ldcnuidouluvovidazistianidon)

®  mndbmiSausos nadu Apply

» WLAN 5SID Configuration

v 55001 (2.4GHz)

551D Mame

551D Hide

Encryption Type

WPA Passphrase
WPAGroupRekey Time

Mazirmum Clients

» 55102 (2 4GHz)
» S5ID3 (2 4GHz)
> S5SID4 (2 4GH=)
¥ 53105 (5GHz)

5310 Mame

551D Hide

Encryption Type

WPA Pazzphrase
WPAGroupRekey Time

Mazirmum Clients

® On © Off

|true_hcum92 G_bdc

| WRA/WPAZ-PSK-TKIP/AES

[FYTRITA

(1800

|32

On = Off
On = Off
On = Off
® On © Off

|true_h{:|m95G_bdc
2 On @ Off

WRANVPAZ-PIK-TKIP/AES

v

Mo Security

WRAZ-PSK-AES
WEP-OpenSystem
WEP-5haradKey

[FQY7RITA

(1800

32
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Mo Security

WPAZ-PSK-AES

WPAWPAZ-PSK-TKIP/AES

WEP-OpenSystem
WEP-SharedKey
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3.3.2.msdvmsAawiu : No Security

® Encryption Type : 1don No Security , D:iloudo Wireless lagiliidovldsianhu

®  mndbmiSausos nadu Apply
» WLAM 551D Configuration

v 5S55ID1 (24GH=z) ® On O Off
521D Mame |true-_h{:rme-2[3_bdc
551D Hide 2 On ® O
Encryption Type | Mo Secunty ¥ I
Maximum Clients [32
» 53102 (24GH=) On = Off
+ 55103 (2.4GHz) On = Off
k55104 (24GHz) On & Off
¥ 55105 (5GH=) ® On O OFf
550 Mame |true-_h{:|me-5G_bdc
551D Hide @ On ® Of
Encryption Type | Mo Secunty r
Maximum Clients ER

3.3.3.msAbMsAawu : WPA2-PSK-AES, WPA/WPA2-PSK-TKIP/AES

® Encryption Type : 1don WPA2-PSK-AES n8o WPA/MWPA2-PSK-TKIP/AES Tdsriawiu 8-63 ¢

®  mndbrAuSausos nadu Apply

¥ WLAN SSID Configuration ¥ WLAN SSID Configuration

v 55ID1 (2.4GHz) ® On © Off v 55ID1 (2.4GHz) ® On © Off
SSID Mame |true_homeZG_bdc SSID Mame |true_homeZG_bdc
55ID Hide @ On ® Off 55ID Hide @ On ® Off
Encryption Type [wra2-psk-aES v Encryption Type [WeA/WPAZ-PSK-TKIP/AES ¥
WPA Passphrase |7Q¥7RI7A WPA Passphrase |7Q¥7RI7A
WPAGroupRekey Time  [1800 s WPAGroupRekey Time  [1800 s
Masximum Clients |32 Masximum Clients |32

» 55102 (2.4GHz) On = Off » 55ID2 (2.4GHz) On = Off

» 55ID3 (2.4GHz) On = Off » 55103 (2.4GHz) On = Off

» 55104 (24GHz) On = Off » 55ID4 (2.4GHz) On = Off

¥ 55ID5 (5GHz) ® On © Off ¥ 55ID5 (5GHz) ® On © Off
SSID Mame true_homeSG_bde SSID Mame |true_homeSG_bde
55ID Hide @ On ® Off 55ID Hide @ On ® Off
Encryption Type [wra2-psk-aEs v Encryption Type [WeA/WPAZ-PSK-TKIP/AES ¥
WPA Passphrase |?Q‘r’?RB?A WPA Passphrase |7Q¥7RI7A
WPAGroupRekey Time |‘_800 s WPAGroupRekey Time |‘_800 s
Masimum Clients |32 Masimum Clients |32
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3.3.4.msdvfsiAawiu : WEP-OpenSystem, WEP-SharedKey

® Encryption Type : 1don WEP-OpenSystem ngo WEP-SharedKey Tddlau nSodsnus 5

®  mndbmiSausos nadu Apply

¥ WLAN SSID Configuration ¥ WLAN SSID Configuration
v 5SID1 (2.4GHz) ® On © Off ¥ 5SID1 (24GHz) ® On © Off
SSID Name [true_home2G_bdc SSID Name [true_home26_bde
SSID Hide © On ® Off SSID Hide © On ® Off
Encryption Type |WEP-C}penSystem v Encryption Type |WEP-C}penSystem v
WEP Kay Index [1 v WEP Key Index [1 v
WEP Keyl [11111 WEP Keyl [11111
WEP Key2 |22222 WEP Key2 |22222
WEP Key3 |33333 WEP Key3 |33333
WEP Keyd 44444 WEP Key4 44444
Maximum Clients 132 Maximurm Clients 132
» 55ID2 (2.4GHz) On = Off » SSID2 (24GHz) On = Off
» 55ID3 (2.4GHz) On = Off » S5S5ID3 (24GHz) On = OF
» 55ID4 (2.4GHz) On = Off » SSID4 (24GHz) On = OF
¥ 55ID5 (5GHz) ® On © Off ¥ 55ID5 (5GHz) ® On © Off
SSID Mame |true_homeSG_bdc SSID Mame |true_homeSG_bdc
SSID Hide © On ® Off SSID Hide © On ® Off
Encryption Type |WEP-C}penSystem v Encryption Type |WEP-C}penSystem v
WEP Key Index |2 A WEP Key Index |2 A
WEP Keyl |11112 WEP Keyl |11112
WEP Key2 |22222 WEP Key2 |22222
WEP Key3 |33333 WEP Key3 |33333
WEP Kayd 44444 WEP Kayd 44444
Masimum Clients |32 Masimurn Clients |32
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4. msdavAmdugo (WLAN Advanced) wydhaijoidon WLAN > WLAN Advanced Diuysios ol
4.1. Access Control-Mode Configuration (msidonsuiuu msoamsisviu) : I3 nsudbrdina

mslBvw internet Wau Wi-Fi

® No Filter : MiBuduo:gnidoni No Filter Aolidboululas

® Black List : ffidon Black List , gUnsnifgns:y Mac Address 13 ofluswnsaldviu internet 1d
Icdgunsnidus Rifoudeonu AP agjdu o=dblBmuldund

® White List : fudon White List , gunsnifigns:y Mac Address 13imudu Ao internet 1d
dougunsnidus Rifoudonu AP agjuu o:IuawnsniBuld

O mniden Black List S0 White List Tdnds Tinadu Apply

O na ADD dwaw Wernmss:y Mac Address

WLAN Basic WLAN Advanced | WLAN Radar
LAM
Routing i
¥ Access Control-Mode Configuration
UPnP
- [5=01 ® NoFilter © Black List © White List | WiFi 2.4GHZ
S5ID2 ® NeFilter © BlackList  © White List
SSID3 ® NoFilter © BlackList © White List
S5ID4 ® NeFilter © BlackList  © White List
[ssios Mo Filter © BlackLlist © White List] WiFi 5GHZ
S5IDG ® NeFilter © BlackList  © White List
SSID7 ® NoFilter © BlackList © White List
SSID8 ® NeFilter © BlackList  © White List

Theor [ e

w Access Control-Rule Configuration

What should be noticed when configuring access control rules?

ADD
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4.2. Access Control-Rule Configuration (msmruaauluvovmssinamsizniu)
® Name : dbi3o Profile cnudobms
® SSID : 1don SSID1 énsudryninu 2.4GHz nSe 1don SSID5 &nsSudrunyinu 5GHz
® MAC Address : Td Mac Address yovgunsnifidovmsoamsismu
O nadu Apply Weotiudumsdbe

O mndbmiBausos Bo Profile oxUaauibuBionduiond na:5o SSID o:10uEfRu

w» Access Control-Rule Configuration ¥ Access Control-Rule Configuration
What should be noticed when confiquring_access control rules? Whiat should be noticed when configuring access control rules?
E...'NwItem lll-lll-lll-lll-lll-llIIIIIIIFII-IIIIIIII’BckNEt2-4 rl
Mame |BokMet2.4 1 Mame [BokMet2.4
5: sSID [ssID1 v 2 351D [ssID1 v Qemrmennneang
L — L]
. MAC Address laz: bk ject|dd: e | 3 MAC Address |az: [bk: jcc - |dd: |e=: | -
. .
L] L]
: + ro :
: = 6
=III>NEH\I{I1EI[T| llllllllllllllllllllllllllllli‘lllllllllll’BckNetS il :
Mame |BckNetS MName |BckNE‘t5 .
5SID | SSID5 i 35D |SSID5 AR CEEETTTEI T
MALC Address |aal: [bEf: [cc £ |dd: |ee): [f MAC Address |;: |E |E |E |;: |f'F_
ot =
ADD ADD
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5. misAumaryniru Wi-Fi uSiarusour : Ibysaijoidon WLAN > WLAN Radar
® WLAN Radar (2.4G) : T3Aumdtyruiru Wi-Fi 2.4GHz Rogsous] USIoruRiBnu
® WLAN Radar (5G) : T3Auma&ryruiru Wi-Fi 5GHz flogjsous) uSIoruniBuu

® nadu Refresh IjodopmsAuM3BnASH

WLAN Basic WLAN Advanced |  WLAMRadar |

LAM

e » WLAN Radar (2.4G)

UPnP

DMS AP Name Signal Strength MAC Address  Channel Mede
X¥plor 245 -57 dBm 94:45:95:24:08... 2 b.an
(@ TrueMowe H -58 dBm 00:c1-64:99-71- 11 b.g.n

-58 dBm 00:c1:54:88:71-. 11 b.gn

(@ TRUEWTFI -59 dBm 00:c1-64:80:71-.. 11 b.gn
Docsis2 -83 dBm 20250482484 0 T b.g.n

¥ WLAN Radar (56)

AP Mame Signal Strength MAC Address  Channel Mede
plooktv_guest_3G -61 dBrm al:722c94:6a:. . 133 a,n,ac
-74 dBm 00:c8:8beffced 36 3,m,ac
-75 dBm 00:c8:8k:ac00:... 36 a,n,ac
1@ TrueMaowe H -78 dBm 00:c8:8k:ac:00:... 36 3,M,3C
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